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——— Microsoft Cluster Plugin

1. Short Introduction

This document describes some useful hints for installation of the Nagios Plugin
“Checking Microsoft Cluster Server via SNMP protocol”.

If you have some trouble to get the plugin running start with the next paragraph and “dig”
through the document.

2. Check Windows SNMP Service

Check if the Windows SNMP Service daemon is installed and running.

Wiew Help
B
@ Services (Local) services (Local)
| Select an item to view its description, Name [ Description. | seatus | Startup Type | Logonas -
“@Secondary Logan Enables st...  Started Autamatic Local System
%Securlty Accounts Manager The startu...  Started Automatic Local System
Server Supports fil,., Started Autamatic Local System
%Shell Hardware Detection Prowidesn,.,  Started Automstic Local System
| b acd I I L Lacal
%SNMP Service Enables Si...  Started Autamatic Local System
%SNMP Trap Service Receives tr... Manual Local Service
Special Administration Console Helper Allows adm. .. Manual Local System
E%ﬁSPV’Fax_SEP_ZDU SAP Faxse,.. Started Automatic
E%}SQL Server (MISQLSERVER) Provides st...  Started Automatic
| %SQL Server Active Directory Helper Enables int... Disabled Metwork Service
%SQL Server Agent {MSSQLSERVER) Executesj... Started Autamatic
%SQL Server Browser Provides 5... Disabled Local System
%SQL Server FullText Search (MSSQLSERVER)  Quickly cre...  Started Autamatic
%SQL Server Integration Services Provides m... Started Automatic Metwork Service
%SQL Server W35 Writer Provides th,.. Started Automatic Local System
Eﬁsysterﬂ Ewent Motification Monitors s...  Started Automatic Local System
E%ﬁTask Scheduler Enables g ...  Started Autamatic Local System
%TCP;’IP etBIOS Helper Providess..,  Started Automatic Local Service
%Telephnny Provides T...  Started Manual Local System
Telnet Enablesat... Disabled Local Service
%Terminal Services Allowss user,.. Started Manual Local System
%Termmal Services Session Directory Enables & ... Disabled Local System
%Themes Provides u,.. Disabled Local System
E&Unimterrupt\ble Power Supply Manages a... Manual Local Service
EQg\iir'l:ual Disk Service Provides s... Manual Local Syskem
%Volume Shadow Copy Manages a... Manual Local System
%Webcliant Enables Wi... Lisabled Local Service
%Windnws Audio Manages a... Disabled Local System
%Windows FirewallfInternet Connection Shari,..  Providesn... Disabled Local System
%Winduws Image Acguisition (WIA) Provides im... Disabled Local Service
%ﬁwindnws Installer Adds, madi... Manual Local System
%Wlndows Management Instrumentation Providesa ... Started Automatic Local System
‘Windows Management: Instrumentation Driv...  Monitors all... Manual Local System ;{
SSTRRTE Mioieiad oo PR, et
\ Extended A Standard
|

HOWTO: Configure the Simple Network Management Protocol (SNMP) Service in Windows
Server 2003
http://support.microsoft.com/kb/324263/en-us
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Check if the UDP Port 161 (snmp) is open

netstat -an -p UDP

C:sDocuments and Settings“Administrator’*netstat —an —p UDP

Active Connections

EEEAEAIEEEEEEEIEEEERERIRERERERERERE®

EEEEEIEEEEEEERIREEERNARIREIEREREREREREH®

EREEEEERIERIDAERIRERZROXEEIOAORODERH®
=

4%
163.43.251.131:123
10.136.205.44:123
16.136.2685.44:137
1A.136.205.44:138
127.8.8.1:123
127.8.8.

LRl el Sus Rl n Be e Bls Sl s e Bl RS B e R RS R,
XK KK KKK KKK K K KKK K KKK KK KK K KKK KK KK KKK KKK KKK KKK

Possible Problems:
*  SNMP service is not running/working
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Check the properties of the SNMP service

Microsoft Cluster Plugin

Eile  Action  Wiew

“Help

e |EEFRR|2E > w0

% Services (Local)

SNMP Service

Stop the service
Restart the service

Description:

Enables Simple Metwork Management
Protocal (SMMP) requests ko be
processed by this computer, IF this
service is stopped, the computer will be
unable to process SHMP requests, IF this
service is disabled, any services that
explicitly depend on it will Fall to start,

Mame

| Description | Status

| étartup Type

| Log On As

%Secondary Logon Enables st... Started Automatic
omatic
Genera\l Liag Dnl He:ovelyl Agent l Traps  Securlty |Dependenc|gs! omatic
ual
omatic
ual
Accepted community hames ‘ el
ConimLinit Rights: i
T:rﬁéi?y : HEAD CREATE pratic
public READ ONLY omatic
bled
omatic
bled
Add. Edit... Femove omatic
omatic
¥ iccept SHMP packets from ary host jomatic
(" ficeept SNME packets fram these hosts prmatic
omatic
omatic
ual
bled
ual
add. | Edh. | | Rewoe | bled
bled
ual
ual
= ual
18 I Cancel | Sppl bled
"Ry Windows Sudio Manages ... Disabled
%Windows Firewall/Internet Connection Shari... Provides n... Disabled
%Wlndnws Image Acquisition (WIA) Provides i... Disabled
%Windows Installer Adds, mad, .. Manual
%Windows Management Instrumentation Provides a,.. Started Automatic
%Winduws Management Instrumentation Driv... Monitors a... Manual
YT Bioboi . e d PR

Local System
Local System
Local System
Local System
Local Service
Local System
Local Service
Local System

Metwork Service

Local System

Mebwork Service
Local System
Local System
Local System
Local Service
Local System
Local Service
Local System
Local System
Local System
Local Service
Local System
Local System
Local Service
Local System
Local System
Local Service
Local System
Local System
Local System

Extended A Standard /°

File  Action  Wiew

Help

& = ||

@||§|> |l =

% Services (Local)

SNMP Service

Mame 7

| Descripkion

I Status

i Startup Type

| Log On As -

%Secondary Logon

Enables st...  Started

Automatic

Local System

oo wiami i
: SNMP Service Propetties (Local Computer) EE
Restart the service omatic Léesl Shatam
General| Log On ] Aecoven | agent | Traps | Secuity Dependencies | pomanc Local System
| Diescription: nual Local Service
Enables Simple Network Management “Some services depend on other services. spstem drivers or load order ornatic Local System
Protocol {(SHMP) requests to be groups. | a system component is stopped, of is not mnning properly,
processed by this computer. IF this dependent services can be affected nual Local Service
service is stopped, the computer will be X rual Local System
unable to process SMMP requests, IF this SHMP Service matik
service is disabled, any ser 153 -
explicitly depend on it will (il to start, This service depends on the following system components: ormatic
| _m abled Network Service
=
% omatic
abled Local System
omatic
omatic Network Service
omatic Local System
omatic Local System
ti Local Sysh
The fallowing system components depend on this service; nmat!c anal SYS il
Omatic ocal Service
(-4 HF Insight Foundation Agents B Lo al Systern
F‘l% HE Insight B Agents abled Local Service
(-4 HF Insight Server Agents b e
5148y HP Insight Storage Agents z
abled Local System
abled Local System
\ rual Local Service
nual Local System
’TI Eal T nual Local System
Sk abled Local Service
TR Wndows Audio Marages a... Disahled Loral Systen
%Windows Firewall/Internet Connection Shari... Providesn... Disabled Local System
%Winduws Image Acquisition {WIA) Provides im... Disabled Local Service
%Wlndnws Installer Adds, modi. Manual Local System
%Windows Management Instrumentation Providesa ... Started Automatic Local System
%Winduws Management Instrumentation Criv... Monitars all... Manual Local System ;l
[ TS RT T [P e P T e e
Extended A Standard 7
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3. Windows SNMP Service Check on Windows Server

Is the SNMP Service answering ?

Check on Windows Server with SNMP utilities like snmpview, freesnmp or any other tool for
any output.

http://www.snmpview.de/
http://www.sharewareconnection.com/freesnmp.htm

Possible Problems:
e SNMP service is not running/working
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4, Windows SNMP Service Check on remote Server

Check if the SNMP Service is answering over the network.

Check on Linux Server:

snmpwalk -Os -c public -v 1 <physical node ip-address> system

snnpwalk —-0s

Timetic
snmpMIE
nMIE

udpMIE

entities
ing TCP implemen
ying IP and

RING:

Possible Problems:
* Firewall
* No connection to the server -> check with ping
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5. Check HP Managements Services — Installation

Check if the HP Agents are installed and running.

=] mputer Management

é Eile Action Yiew ‘\Window Help

& = B E2Z®Er » 80 m

g Computer Management (Local)

B, System Tools

1) (] Event ¥iewer

£ shared Folders

5 Local Users and Groups

& Performance Logs and Alert:
Device Manager

£ storage

&) Removable Storage

Disk Defragmenter

Disk Managsment

Services
WMI Control
£ S0L Server Configuration M.

8 Indexing Service
5 Internet Information Service

Select an item to view its description.

[

Hame 7 | Bescripkion [ status | StartupTyps | logonas | 7|
g istribuked Link Tracking Server Enables the Distributed L, . Disabled Local System
%Distr\butad Transaction Coordinator Coordinates transactions ... Started Autornatic Nebwark 5.,
DS Client Resolves and caches Dom..,  Started Automatic Nebwork 5.,
%EMC PowerPath Service 4.6.1 EMC PowerPath Service Started Automatic Local System
83 Frror Reporting Service Collects, stores, and repo..,  Started  Automatic Local System
%Event Log Enables event log messag..,  Started Automatic Local System
9ByFile Replication #llows Files bo bie sutomati,, . Marual Lol System
%FTP Publishing Service Enables this server tobe ... Started Aubomatic Local System
baloancl L Enablac baln ang L bastac bocat Local Sk
SHP Tnsight Event Notifier HP Insight Event Motifier Disabled Local System
%HP Insight Foundation Agents HP Insight Foundation Ag...  Started Automnatic Local System
83HP Tnsight NIC Agents HP Insight MIC Agents Started  Automatic Local System
%HP Insight Server Agents HP Insight Server Agents Started Automatic Local System
SsHP Tnsight Storage Agents HP Insight Storage Agents  Started  Automatic Local System
9P ProLiant Remote Monitor Service Provides support for the ... Started  Automatic Local System
5%HP ProLiant Syskem Shutdown Service Shuts down the systemin...  Started Autornatic Local System
44HP System Management Homepage The HP System Managem..,  Started  Automatic Local System
%HP ‘ersion Control Agent Collects data and allows ... Started Automatic Local System
TTF ool TRIS SErwite IMpIEmen s T .. GETE] Tocal ystem
%Human Interface Device Access Enables generic input acc. .. Disabled Local System
SBATAS Tet Databiase Access Corfigures Inkernet Auth. ., Manual Local System
%HS Admin Service Enables this server toad...  Started Aukomatic Local System
Sy TMART CD-Burming COM Service Manages €D racarding usi... Disablad Lacal System
4 Indexing Service Indexes contents and pro... Disabled Local System
%InstallDrwer Table Manager Praovides suppart for the .., Manual Local System
Sy Intersite Messaging Enables messages to bee... Disabled Local System
%IPWDU Trap Catcher Manual Local System
%IPSEC Services Provides end-ta-end secu, Started Autornatic Local System
%K erberos Key Distribution Center On domain contrallers this.., Disabled Local System
Sylicense Logging Maritors and records chen, . Disabled Hetwork ...
%1 agical Disk Manager Detects and monitors new.,. Started  Automatic Local System
%Log\cal Disk Manager Administrative Service Configures hard disk drive... Manual Local System
Messenger Transmits net send and &l... Disabled Local System
%M\crosoft Software Shadow Copy Provider Manages software-based ... Manual Local System
s Navisphers Agent Started  Automatic Local System
%Net Logon Mainkains a secure chann...  Started Autornatic Local System ;'

0 21 Extended A Standard /.

Possible Problems:

« HP Agents not installed

* HP Agents not running
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6. Check HP Management Agents Properties

Please check if the “Clustering Information” is inactive.
Activate “Clustering Information”.

Filie  Edit Ajew

= Favortes  Tools

Help

Dt - ] P seanh

Falders | [T- |2

Address |B' Control Panel

Control Panel

[3= Switch to Category Yisw

»

See Also

% Windows Update
&) Help and Suppart

Mame  ~ I Comments | -
fs. Accessibility Options Adjust your comput,,,
=2 pdd Hardware Tnstalls and trouble, .,

{Lndd or Remove Programs
Al Administrative Tools
‘n.ﬂ.utomati-: Updates
_j-"Date and Time

:‘_\;\ Display

[ Folder Cptions

(=8 Fonts

&8 Game Controllers

ik HP Management Agents
4 HP Metwork Config Utilicy

f’lnter Management Agents for Servers Yersion 7.90.0.0 - Windows

Install or remove pr...
Configure administr.. .,
Set up Windows to L.
Set the date, time, ...
Change the appear...
Customize the displ. ..
add, change, and ..

Add, remove, and c...
Configures the HP ...

Configure, monitar, ...

dmkeyh = = .
pilicen  Setvioes | SHMP Settings | Stotage | Aspnch Mami | Frocsss Manitor |
B4t
) Maus — Manage Agents:
@,Netu«
E,Phon Active sgents: |Ectie SaetlE
@Pmtf 1] |1if
By Powe Huost Information
B print Performatice Monitar ol |
;" Hy External Status Informatic —
¥ Reqi SoftwareYersion Hemouas |
"= 5can Threshold Support =
; Host Remote Alerter
[ sche ;
@ Gustem Infarmation
2 30U Fack Information
0¥ Spee Remate Insight Informatir_l!
EglsoL:

‘anfigures the HP Management Agents

Online Physical Disk
Online Physical Disk
Online Physical Disk
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7. Check HP Systems Management Homepage

Check if you see some information on “Cluster Information”.

Ele  Edi v Tools  Help

I Gearch - Favarites 2 | &=

Gk 0 3

Address [&] hitps://127.0.0.1:2380f

B s>

System Management Homepage for
Suggort| Eorurns \ Help

ST TR

¢

Home Logs

homie

System Model: ProLiant BL20p G3

Current User:
logout

Integrated Agents

Overall System Status

Thursday, January 22, 2009 5;02;01 PM
refresh: manual

I no failled/degraded items

Other Agents

HE it J Management Processor

 NIC

P

+f Operating System

o Embedded HECO8431
¥ Integrated Lights-Out

ﬁ Storage

¥ Embedded HP NC7781 Gigabit

Server Adapter Port 2

¥ Embedded HP NCF781 Gigahit

Sorver Adapter Port 4

o Ketwork Fault Tolerance Cnly
10003)

2 wirtual interface 1

o Cluster Information

i st

@ System

+ procesaors
o Gerver

Eile System Space Lised
L. 5 iterms not shown

+f system Configuration

¥ External Starage Connections
& Srnart Array 6i Controller on
System Board

? Standard IDE Controller (1]

w Cooling and Temperature
« Enclocure Information

& Automatic Server Recovery
Secwrity

HowTo_Check_Windows_Cluster_via_SNMP_V1.2.doc

W Memory Software Version Info
 processors System Board
BCI Devices System Resources
System Summary
20.02.2009 Page 10/ 16



®

Microsoft Cluster Plugin

Check “Cluster Information”

e Favorites

rosoft Internet Explorer

Tooks tislp

Qpxck - ) ¥ 3

| 2 sk

' Favortes € |

REE

Adchess [&] hitpe:i/127.0.0.1:2381]

=8 |we

Support |

Home

Eorums | Hely

System Management Homepage for

System Model: ProLiant BL20p G

Administrato
lodoiit

Current User;

Quorum resource

+ SQLIP Addresst
¥ 5GL Network Name

¥ SQL Server
57 20l Rawar Anent

Online IP Address.

Online Metwork Narme

Online SQL Server
Onling SOI Sarver Ansnt

IP Address:
SW Vendor:

Cluster

10.43.128,132
Micrasaf(R) Cluster senice

Cluster Nodes

SW Version:
CSD Version:

52
Senice Pack 2

Resources

Cluster Node Cluster Service
Up + ok
b4 Up & ok
Name State Type Owner Identification
 Cluster IP Address Onling IP Address 10.43.128.132
¥ cluster Nams Orline Network Name
| F Disk Q: Online Physical Disk Q

Resources Group - IXOS Group

10.43.128.134

Name State Type Owner Identification

+ Dick G Online Physical Disk 6:

+ Disk L Online Physical Disk L

+ Disk M. Orline Physical Disk M:

1+ Disk N Orline Physical Disk N

|+ pisk0 Online Physical Disk 5}

+ Disk P Onling Physical Disk P:

< Disk . Online Physical Disk “: DiskBP: 2 DiskaP: DiskBP: 4 DiskBP: DiskBP: DiskaP: DiskBP: DiskBP DiskBP: 10 Diskap: 11 Diskap: 12 Diskap. 13 DiskaP: 1
DiskP 15 DiskaP: 16 DiskaP: 17 DiskBP: 18 DiskaP: 19 DiskBPartition20 DiskBPartition21 DiskBPartition22 - BParifion18 DiskaP: 19 DiskBPartition20 DiskBP: 1 DiskBPartition22 ,
logical drive 108

ba Onling Generic Senice

vﬁﬁdj@a

Possible Problems:
« HP Agents not working as needed
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8. Check HP Managements Services - Answering

Check on Linux Server:

snmpwalk < physical node ip-address> -v2c -c public enterprises.232.15

=]

public enterpr B

INTEGE
INTEGE
= TN

1.
1.

T S i W Ay Sy
T N o Sy o Ny W g

Lgent '

Possible Problems:
« HP Agents not installed
e HP Agents not running
« No connection to the server -> check with ping
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9. Check Nagios Cluster Plugin

Check on Linux Server:
From the nagios plugin directory call

Jcheck_mscs_hpma -H <host-ip> -v | more

If you get an answer like:

ERROR: get_table_request: (1.3.6.1.4.1.232.15.2....) No response from remote host '<host-
ip>'

Check again with additional parameter -Ct:

snmpwalk <host-ip> -v2c -Ct -c public enterprises.232.15

and have a look at the last line “Total traversal time” if its higher than 2 seconds then use
parameter “-T” for changing the SNMP timeout value to e.g. 10 or higher.

example output:

SNWVPv2-SM : :enterprises.232.15.2.6.1.1.6.1 = | NTEGER 2
SNVPv2-SM ::enterprises.232.15.2.6.1.1.6.2 = | NTEGER 2
SNVPv2-SM ::enterprises.232.15.2.6.1.1.7.0 = | NTEGER 2
SNWMPv2-SM : :enterprises.232.15.2.6.1.1.7.1 = | NTEGER 2
SNWVPv2-SM : :enterprises.232.15.2.6.1.1.7.2 = | NTEGER 2
Total traversal time = 0.179010 seconds
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[root | # ./ check ms

ter Info

Foll Fregquency in sec

Possible Problems:
 Wrong IP-address
* No connection to the server -> check with ping

e Timeout value for SNMP call to low use parameter “-T” to increase the value (default
2 seconds)
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10. How To implement the plugin in Nagios

Microsoft Cluster Plugin

Please execute “perldoc check_mscs_hpma “ in nagios plugin directory for detailed docu-
mentation.

If the plugin is running and you are happy with the functionality please vote at
www.nagiosexchange.org

Thank you!
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11. Some useful SNMP Articles

http://www.enterprisenetworkingplanet.com/windows/article.php/3762946/Manage-SNMP-
With-Windows-Servers.htm
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